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Abstract
Introduction: Radio-Frequency Identification (RFID) can increase the quality of healthcare 
and improve patient safety by collecting information, automatically identifying patients, 
tracking patient movements and hospital equipment. However, successful implementation 
and adoption of this technology face several barriers. The objective of this study was to 
identify and prioritize the potential challenges of implementing RFID in hospitals. 
Methods: This study was conducted on all information technology administrators and 
managers of educational hospitals in Kerman (n=43). Data were collected through a valid 
and reliable (α=0.94) questionnaire. The questionnaire consisted of two sections with 33 
questions (4 questions for demographic information and 29 questions for implementation 
barriers). T-test and one-way ANOVA were used to examine the relationship between the 
barriers and demographic information.
Results: Financial (3.67), managerial-specialized (3.40) and attitudinal-behavioral (3.36) 
barriers had the highest means among the RFID implementation barriers, respectively. Age, 
gender, work experience, and organizational position had no effect on the prioritization of 
barriers (P<0.05). 
Conclusion: Failure to finance RFID implementation project, spending a lot of time and 
money to train RFID users, and unfamiliarity of users with RFID created the most problems 
in implementing this technology, respectively. Therefore, making short and long-term 
policies to address these barriers are recommended. Hospital managers can overcome 
implementation barriers by making decisions based on a detailed and transparent analysis of 
return on investment, allocating funds to implementation projects, and careful planning for 
user training to improve their awareness and technical knowledge. 
Keywords: Information technology, Radio frequency identification device, Patient 
identification systems.
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Introduction

With the growth of patient admissions 
and the complexity of health care 
processes and services, hospitals have 

faced numerous problems concerning automatic 
identification of patients, real-time access to patient 
statistics in hospital wards, tracking of patients, 
follow-up of medications, hospital equipment and 
property (1-3). To this end, the use of information 
technology in hospitals and health care organizations 
helps to overcome many of these problems (1-3). One 
of the helpful and effective technologies in this regard 
is Radio-Frequency Identification (RFID) (1-4).

FRID identifies and collects information about 
objects or individuals on a wireless network through 
the tags attached to them (1-5). This feature has 

enabled this technology to simultaneously perform 
information management, process automation, 
authentication and tracking (1-5). In other words, 
because of its ability to collect data, RFID can 
offer many benefits, such as standardization, 
facilitating workflow, and improving the quality of 
documentation for hospital management (1-5). RFID 
makes it possible for healthcare providers to quickly 
access patient identification and medical information 
by reading information from each patient’s unique 
tag. Better management of stocks and tracking 
of laboratory and blood samples of patients and 
medication tracking are other benefits of using RFID 
in hospitals (5-8). According to Statista, by 2023, RFID 
will be used in healthcare organizations for various 
purposes including stocks management (32%), 
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patient tracking and monitoring (28%), medication 
identification and control (19%), access control (15%) 
and other purposes (6%) (9).

Despite the many benefits of RFID, implementation 
and use of this technology in hospitals and healthcare 
organizations have encountered barriers and 
constraints such as lack of technical infrastructure, 
inappropriate software and hardware, problems 
in designing, customizing and integrating this 
technology with other information systems (4, 5, 
7). In addition, insufficient advertisement about the 
capabilities of RFID, lack of manager’s knowledge, 
high cost of equipment, security, privacy and 
confidentiality concerns are other barriers to the 
implementation of RFID (4, 5, 7). Some of these 
barriers are a big challenge and need substantial time 
and cost to be resolved, while others can be prevented 
through proper planning. Therefore, prioritization 
of these barriers and challenges can help effectively 
utilize limited resources and support the decisions of 
health policymakers.

Many studies have described the benefits and 
capabilities of RFID in healthcare organizations (5, 
10, 11) and provided a conceptual model for assessing 
the quality of RFID services (12, 13). On the other 
hand, other studies have addressed RFID barriers and 
factors influencing the adoption of this technology 
(4, 5, 7, 11, 13-22). According to a systematic review 
by Handayani et al. (23), studying users’ viewpoints 
and acceptance rates is one of the important factors 
in identifying and prioritizing the challenges of 
implementing information systems in hospitals. User 
acceptance indicates willingness to use information 
technology to perform tasks (23, 24). Since user 
resistance impede successful implementation of new 
technologies in an organization, it is important to 
examine the viewpoints of all groups of key users before 
implementation (23, 24). Health information systems 
(HIS) and communication technologies must be 
designed to meet the purposes of user groups through 
an understanding of human behavior and values (23). 
Additionally, discovering what motivates people to 
use new systems and understanding the source of 
resistance toward using new systems is important to 
hospital managers, system designers, and developers 
as it can help to increase the success of projects (24). 
The success of Health Information Technology (HIT) 
depends a great deal on the individual-level responses 
of end users; these responses include acceptance/
rejection of IT and how (or even whether) use IT 
(25-27). In hospitals, IT administrators and hospital 
managers play an important role in the successful 
implementation of RFID. Therefore, the objective 

of this study was to identify potential challenges of 
RFID implementation from the viewpoints of IT 
administrators and hospital managers. The results 
of this study can be used to overcome the barriers to 
successful implementation of RFID in hospitals and 
other healthcare organizations.

Materials and Methods
This descriptive-analytic study was conducted in 
educational hospitals of Kerman University of Medical 
Sciences in 2019. Kerman University of Medical 
Sciences is one of the largest rank 1 universities 
located in Kerman province in the southeast of Iran.

Participants
We included hospitals with different 

specializations. For example, the following four 
general hospitals are mainly known for one of their 
specialties: Bahonar hospitals is known because 
of its trauma department, Shafa because of its 
cardiovascular department, Shahid Beheshti because 
of its mental health department, and Afzalipour 
because of its internal medicine department. RFID 
systems were not already deployed in these hospitals. 
In order to identify potential challenges of RFID 
implementation, sampling was not performed and 
all IT administrators and hospital managers (chief 
executive officers, nursing managers, and financial 
managers) employing in these hospitals were selected 
(n=43). Therefore, exclusion and inclusion criteria 
were not defined for selecting participants. 

Data Collection Tool
Data were collected using a questionnaire 

developed by researchers based on the previous (4, 5, 
7, 11, 13-22) and the opinions of IT professionals. The 
face and content validity of the questionnaire were 
confirmed by three medical informatics specialists. 
Cronbach’s alpha coefficient was used to examine 
the reliability of this questionnaire (α=0.94). The 
questionnaire consisted of two parts (33 questions). 
The first part of the questionnaire contained four 
questions to collect demographic information (gender, 
age, work experience, job position) of the participants. 
In the second part, there were 6 groups of questions 
related to potential barriers to implementation, of 
which eight questions were designed for technical 
and technological barriers, four for organizational 
barriers, five for financial barriers, two for security 
barriers, four for managerial-specialized barriers, and 
six for attitudinal-behavioral barriers. These questions 
were answered using a five-point Likert scale ranging 
from strongly disagree to strongly agree.
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Data Analysis
Data were analyzed by SPSS version 24. Responses 

to each item were scored from 1 (strongly disagree) to 
5 (strongly agree). The mean and standard deviation of 
the scores assigned by the participants to each question 
were calculated. Then, to calculate the total score of 
each barrier, the scores given to the questions related 
to that barrier were summed. Finally, the mean score 
assigned to the participant opinions was calculated by 
dividing the total score of each barrier by the number 
of questions related to that barrier. One-way ANOVA 
and t-tests were used to examine the relationship 
between the barriers to implementation of RFID and 
the demographic information of the participants.

Results
The demographic information of the participants 

is shown in Table 1. Most study participants were 
male (67%), aged between 30 and 39 (40%), and had a 
work experience of more than 15 years (47%).

Based on the findings, the highest mean of the 
barriers to RFID implementation was related to 
financial barriers (3.67±0.87) and the lowest mean 
was related to security barriers (3.13±1.08) (Table 2).

The details of the RFID implementation barriers 
are presented in Table 3. The mean of items related 
to all barriers ranged between 2.81 and 3.89. “lack of 
communication and wireless infrastructure” with a 

mean of 3.65±1.14 was identified as the most effective 
factor among technical-technological barriers. 
“impossibility to test the system” with a mean of 
2.94±1.11 was considered as the least important 
factor among technical-technological barriers. The 
mean of organizational barriers was in the range of 
3.07 to 3.47, and the mean of financial barriers in the 
range of 3.52 to 3.89 (Table 3).

Among security barriers, “concern about 
information security and confidentiality” had the 
highest mean (3.21±1.25). The mean of managerial-
specialized barriers was within the range of 3.28 and 
3.52 (Table 3). In this study, “low level of technical 
knowledge” (3.71±0.83) was identified as the most 
important factor among attitudinal-behavioral barriers.

The analysis of the relationship between barriers 
to RFID implementation is shown in Table 4. 
Technical-technological and security barriers were 
significantly associated with other barriers to RFID 
implementation (P<0.0001).

Analysis of the data showed that there was no 
significant relationship between any of the technical-
technological, organizational, financial, managerial-
specialized, security, and attitudinal-behavioral 
barriers and the demographic information of the 
participants (P<0.05). This means that age, gender, 
work experience, and organizational position did not 
influence the choice of barriers to RFID implementation.

Table 1: Demographic information of participants
Demographic information Frequency (Percent)

Hospital managers (n=27) IT administrators (n=16)
Gender 
Male
Female

20 (72)
7 (28)

12 (69)
4 (31)

Age 
<30 years
30-39 years
40-49 years
50-59 years

1(4)
10(36)
10(36)
6(24)

7(46)
9(54)
0(0)
0(0)

Work experience
<1 year
1<5 years
5-10 years
11-15 years
>15 years

0(0)
0(0)
6(20)
2(8)
19(72)

4 (23.1)
0(0)
11(69.2)
0(0)
1(7.7)

Table 2: The mean and standard deviation of the scores assigned to challenges of Radio-Frequency Identification (RFID) implementation
Barriers Total scores Mean (S.D)
Technical-technological 26.76 3.35(0.81)
Organizational 12.97 3.24(0.88)
Financial 18.34 3.67(0.87)
Security 6.26 3.13(1.08)
Managerial-specialized 13.61 3.40(1.08)
Attitudinal-behavioral 20.13 3.36(0.76)
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Table 3: The means of each Radio-Frequency Identification (RFID) implementation barrier
Barriers Barrier items Mean (SD)
Technical-
technological

Lack of communication and wireless infrastructure 3.65 (1.14)
Potential interference with hospital equipment 3.05 (1.06)
Lack of national standards 3.44 (1.0)
Impossibility to test the system 2.94 (1.11)
Lack of regional standards 3.31 (1.16)
Lack of standard hardware and software 3.55 (1.08)
Difficulty of integrating RFID with existing information systems 3.39 (1.07)
Lack of non-ICT infrastructure 3.39 (0.91)

Organizational Physical constraints of buildings 3.07 (1.17)
Mismatch of the hospital building 3.23 (1.12)
Need for management change in the organization 3.18 (1.15)
Incompatibility of RFID with the complexity of hospital organization 3.47 (1.05)

Financial Difficulty of analyzing the cost-effectiveness of RFID implementation projects 3.63 (0.94)
Lack of RFID cost determination 3.52 (1.10)
Failure to finance RFID implementation project 3.89 (1.06)
Difficult calculation of return on investment 3.68 (1.09)
High cost of equipment maintenance 3.60 (1.07)

Security Legal barriers 3.05 (1.03)
Concern about information security and confidentiality 3.21 (1.25)

Managerial-
specialized

Spending a lot of time and money to train RFID users 3.52 (1.05)
Lack of support from senior managers and decision-makers 3.28 (1.41)
Lack of support from government and funding agencies due to the delay in RFID productivity 3.47 (1.20)
Lack of experts and an executive team to implement RFID 3.31 (1.39)

Attitudinal-
behavioral

Unfamiliarity of users with RFID and lack of technical knowledge 3.57 (1.28)
Resistance of users to change traditional and manual processes and incompatibility with RFID 3.47 (1.03)
Low technical knowledge 3.71 (0.83)
Traditionally preventing the contribution of users in the implementation and their distrust in 
using RFID

3.50 (0.92)

Patient resistance to using RFID bracelets 2.81 (1.22)
Cultural constraints of society 3.05 (1.13)

Table 4: The relationship between Radio-Frequency Identification (RFID) implementation barriers with each other
Barriers Mean difference P value
Technical-technological Organizational 13.78 <0.0001

Financial 8.42 <0.0001
Security 20.50 <0.0001
Managerial-specialized 13.15 <0.0001
Attitudinal-behavioral 6.63 <0.0001

Organizational Financial -5.36 <0.0001
Security 6.71 <0.0001
Managerial-specialized -0.63 0.98
Attitudinal-behavioral -7.15 <0.0001

Financial Security 12.07 <0.0001
Managerial-specialized 4.73 <0.0001
Attitudinal-behavioral -1.78 0.48

Security Managerial-specialized -7.34 <0.0001
Attitudinal-behavioral -13.86 <0.0001

Managerial-specialized Attitudinal-behavioral 6.63 <0.0001
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Discussion
Main Findings

This study showed that, from the viewpoint 
of IT administrators and hospital managers, the 
financial, managerial-specialized and attitudinal-
behavioral barriers were the most important barriers 
to RFID implementation, respectively. However, IT 
administrators and managers agreed on the priority 
of RFID implementation barriers and rated all 
barriers as above the average.

Financial Barriers
In this study, financial barriers were identified 

as the most important challenge among RFID 
implementation barriers. Consistent with this 
result, a study conducted by Reyes et al. (16) in the 
United States showed that financial barriers had 
been identified as the most significant challenge of 
implementing RFID based on the viewpoint of senior 
managers in hospitals, such as the vice president, chief 
executive officer, financial manager, and information 
manager. In the study of Reyes et al. (16) 44 out of the 
88 participants were employed in hospitals without 
RFID implementation and only 13 participants in 
RFID implemented hospital. In the present study, all 
43 participants were employed in hospitals without 
RFID implementation. Reyes et al. (16) showed that 
the mean of RFID implementation barriers including 
financial barriers is higher in hospitals that did 
not implement RFID, compared to other hospitals 
(hospitals that are planning to implement RFID in 
the future or are currently using it). Therefore, based 
on the results of the present study and the study 
conducted by Reyes et al. (16), it can be concluded 
that according to the managers of hospitals without 
RFID implementation, financial barriers are the 
biggest potential challenges. However, these barriers 
do not pose a major challenge in hospitals using 
RFID since they have realized the benefits of RFID 
implementation, including improved patient care, 
productivity, security, management assistance, and 
communication. Conversely, it also was shown that in 
hospitals where RFID was fully implemented (17) or 
piloted (14, 15), financial barriers have been identified 
as one of the most significant actual challenges of 
RFID implementation. In this regard, Lai et al. (17) 
studied the viewpoints of 37 senior managers in 
hospitals in which RFID was fully implemented 
in Taiwan. This study showed that the high cost of 
implementation was the most important factor in 
rejection of RFID by these participants. Kuo et al. 
(14) collected the viewpoints of 10 IT administrators 
and managers working in hospitals using RFID in 

Taiwan. These participants believed that the high 
cost of RFID implementation and intangibility of 
return on investment (ROI) in real environment are 
the most important challenges. In study by Vanany et 
al. (15), managers of hospitals using RFID identified 
the lack of funding and high cost of RFID as the 
second challenge of implementing this technology. 
Many review studies (5, 10, 19) identified the high 
cost of the system and low rate of ROI as the biggest 
challenge of implementing RFID. In addition to the 
high cost of RFID tags, other requirements such 
as infrastructures, middleware, and printers can 
also impose high costs on healthcare organizations 
(7). According to a study by Okoniewska et al. (20), 
from 2018 onwards, the cost of implementing RFID 
in healthcare organizations could be more than $ 2 
billion a year. Based on the results of the present study, 
lack of funding for RFID implementation project, 
immeasurability of ROI, difficulty in analyzing the 
cost-effectiveness of RFID projects, high cost of 
equipment maintenance, and failure to determine 
the cost of RFID system are important barriers to 
successful implementation. These barriers have been 
reported by other studies, in both environments with 
and without RFID implementation. These barriers 
have prevented hospitals and other healthcare 
organizations to take advantage of RFID as this 
technology advances. Therefore, health policymakers 
can overcome the financial barriers of RFID 
implementation with long-term planning and proper 
budgeting.

Managerial-specialized Barriers
The second group of barriers to implementation 

of RFID identified in this study was the managerial-
specialized barriers. Consistent with this result, 
previous studies Ebrahimi et al. (18), and Yao et 
al. (19) also identified managerial barriers as one 
of the factors influencing RFID implementation. 
Specifically, based on the results of the present study 
the following factors are among the most important 
RFID implementation barriers; excessive cost and 
time required to train the users on how to work with 
this technology, lack of government support and 
funding agencies, and lack of experts and executive 
team to implement this technology. 

Attitudinal-behavioral Barriers
Based on the perspective of IT administrators 

and managers in this study, attitudinal-behavioral 
barriers were the third group of RFID implementation 
challenges. Congruent with this result, in the study of 
van der Togt et al. (12), and the study of Ebrahimi 
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et al. (18), user attitudinal and behavioral constraints 
were identified by managers as one of the most 
important challenges in hospitals without RFID. 
Our study specifically showed that unfamiliarity of 
users with RFID and lack of technical knowledge, 
resistance to change from traditional system, 
incompatibility of current processes with RFID, 
refusing participation of users in the implementation 
project and patient resistance to use this technology 
prohibit the successful implementation of RFID. 
According to the study by Berkowitz et al. (21), user 
(healthcare providers and patients) education is one 
of the factors affecting the utilization of information 
technology. Almalki et al. (22) also showed, that lack 
of educational materials to train users and the lack of 
IT professionals can lead to the failure of information 
systems implementation. Hence, providing training 
programs to enhance the knowledge of users and 
patients concerning RFID can help to overcome 
many of the attitudinal-behavioral barriers.

Technical-technological Barriers
In this study, technical-technological barriers 

were prioritized as the fourth group of barrier 
to RFID implementation. More precisely, lack of 
telecommunication and wireless infrastructure, 
inaccessibility of standard hardware and software, 
lack of national standards, incompatibility of RFID 
with existing information systems, and absence 
of non-ICT infrastructures were among the most 
important technical-technological barriers identified 
in this study. In line with the results of this study, in 
a number of previous studies (4, 10, 16), technical 
and technological barriers were identified as the most 
important barriers to the implementation of this 
technology. According to Coustasse et al. (4), lack of 
standard hardware and software is one of technical 
barriers to RFID implementation. Paaske et al. (5) 
reported that system errors, failure to scan RFID 
tags, interference with other medical equipment, 
and incompatibility with other health information 
technologies, are among the technical barriers of 
adopting RFID. In the study of Ahmadian et al. (28), 
hardware factors were the most important challenge 
in implementing hospital information systems. In 
their study, “lack of appropriate hardware and robust 
data networks” received a higher attention compared 
to other technical and hardware-related challenges 
of implementing hospital information systems. The 
widespread growth of health information technology 
has made the interoperability of systems among health 
care organizations very difficult. Therefore, providing 
standard hardware and software infrastructures and 

integrating new technologies with other information 
systems can lead to successful implementation 
and use of RFID in hospitals and other healthcare 
organizations.

Organizational Barriers
In our study, organizational barriers were identified 

as the fifth group of barriers to implementation of 
RFID. This part of the results confirmed the results 
of similar studies conducted by Yao et al. (10), and 
Ebrahimi et al. (18). 

Security Barriers
In the current study, security barriers were 

identified as the last group of constraints. Azevedo 
et al. (11), and Winston et al. (13), likewise showed 
that security barriers and incompliance with 
privacy and confidentiality principles impact the 
implementation of RFID. Based on the results of the 
present study and previous studies, legal, security 
and confidentiality constraints are among the known 
barriers influencing the implementation of RFID. In 
this regard, several studies (29, 30) have focused on 
the importance of information security and privacy 
in health care information systems. Maintaining the 
confidentiality and security of patient information 
when sharing among different stakeholders is one of 
the important issues in the successful implementation 
of information technology in healthcare systems.

Strengths of Study 
In present study, financial, managerial-specialized, 

and attitudinal-behavioral barriers are the most 
important potential challenges of implementing 
RFID in hospitals and other healthcare organizations. 
Various studies used interviews or questionnaires to 
examine the managers’ viewpoints on the barriers to 
implementation of RFID and the factors influencing 
its adoption. In most of these studies, RFID was 
implemented either as a pilot or completely. However, 
the present study examined the viewpoints of hospital 
IT administrators and managers who play the biggest 
role in implementing RFID in hospitals that do not 
have this technology in place. Hospital managers 
play an important role in decision making, planning, 
funding and moving toward new technologies 
and in leading organizations and personnel to use 
these technologies. IT administrators, in addition 
to helping managers to make decisions, have 
the primary responsibility of implementing new 
technologies and training staff. Awareness of IT 
administrators about new technologies enables them 
to better understand the barriers and present these 
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barriers to managers and policymakers in a simpler 
way. As a result, identifying and prioritizing the 
barriers to RFID implementation from the viewpoint 
of IT administrators and managers can result in the 
successful implementation of this technology in the 
future.

Limitations
This study had three limitations. First, we first 

determined and categorized the barriers to RFID 
implementation, then asked the participants to 
prioritize each barrier. Hence, we may have missed 
some of the barriers. However, based on the 
results of previous studies, it seems that the most 
significant challenges of RFID implementation have 
been addressed in this study. Second, this study 
was conducted solely on the IT administrators 
and managers of teaching hospitals of a medical 
university. Therefore, the generalization of the 
results to a larger environment should be done with 
caution. Future studies could address the barriers to 
implementing this technology at a broader setting 
to provide a more comprehensive view of the issue. 
Third, although the barriers to RFID implementation 
in this study were identified based on the subjective 
opinion of the participants, we gathered the 
viewpoints of those who had the most important 
role in deciding to implement RFID. The challenges 
identified in this study were also identified by other 
studies conducted in the real environment of using 
RFID. Nevertheless, the finding uncovered various 
challenges in implementing RFID for policymakers 
and researchers. Health authorities and policymakers 
can plan to resolve each of these barriers by allocating 
the budget and time required to address each barrier. 
The reason that clinical staff (physicians and nurses) 
were not invited to participate in this study was that 
these individuals do not play a major role in the 
decision making about and implementation of health 
information systems.

Conclusion
Financial, managerial-specialized and attitudinal-
behavioral barriers were the most important 
barriers to implementing RFID. Among these three 
barriers, failure to finance RFID implementation 
project, spending a lot of time and money to train 
RFID users, and unfamiliarity of users with RFID 
created the most problems in implementing this 
technology, respectively. In order to address these 
problems, raising the awareness of all health care 
practitioners by effective training methods seems 
necessary. Users’ low level of technical knowledge 

and awareness can be the result of refusing to hold 
these training sessions to save money and time. This 
subjective opinion that providing training to users 
is costly and time-consuming could result from lack 
of funding for RFID implementation projects and 
the difficulty in calculating the rate of return on 
investment (ROI). As the present study showed, there 
is a significant relationship between financial and 
managerial-specialized barriers. Therefore, making 
short and long-term policies to address these barriers 
are recommended. Hospital managers can overcome 
implementation barriers by making decisions based 
on a detailed and transparent analysis of the ROI, 
allocating funds to implementation projects, and 
careful planning for user training to improve their 
awareness and technical knowledge. 
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