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Introduction: The purpose of this research is to provide an appropriate framework for 
implementing IT management services in the field of pre-hospital emergencies with an 
integrated approach of COBIT maturity model and ITIL framework. 
Methods: In a qualitative part, experts familiar with the field of pre-hospital emergency and 
information technology were purposefully selected. In the quantitative phase of the statistical 
community, we included experts in the field of information technology management who 
are also experts in the field of emergency, as well as university professors who worked 
in the field of emergency and senior and middle managers in the field of pre-hospital 
emergency entered the community. Considering the limitations of the community and the 
purposefulness of the selection of individuals to enter the community, 915 individuals were 
selected as a sample. To select a sample in the quantitative section, Morgan table was used. 
They were selected by simple random method using software. To collect information, we 
first reviewed the texts and articles in the field of ITIL and COBIT and then the extracted 
codes in this category were reviewed and an overview of the research was obtained; then, 
in the qualitative part the interview method and in the quantitative part the researcher-
made questionnaire were used. To analyze the data in the qualitative section, we used MAX 
QDA software to review and categorize the information. Then, in the quantitative section, 
the researcher-made questionnaire was collected and finally the model was fitted using 
confirmatory factor analysis. 
Results: In the end, it was concluded that the main components such as management, 
organization, processes, eyes, size, goals of the organization, staff, monitoring and evaluation, 
support, organization, information architecture and service delivery and their sub-
components were the main factors that should be paid special attention in the field of pre-
hospital emergency management. 
Conclusion: To be more successful in implementing the organization’s framework, it must 
identify the most important problems and then create a controllable domain to implement 
service support processes in the organization. The selected processes should be strongly and 
clearly supported by the general management of the organization. A codified and specific 
plan for implementation should be developed. A coordinated and planned approach for 
design, implementation should be specified and after the implementation of the mentioned 
processes. After expressing the output measurement indicators of the processes, the outputs 
should be measured and based on the changes that exist, these changes should be considered 
and returned to the planning stage to re-formulate the steps.
Keywords: IT service management, Pre-hospital emergency management, ITIL, COBIT.
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Introduction

The role of information in today’s world is so 
dramatic and complex that the current age is 
called the age of the explosion of information. 

On the other hand, the use of information technology 
in the organizations is also rapidly expanding, and 

organizations need to use information technology 
to achieve their goals. Therefore, information flows 
everywhere and its impact is comprehensive. IT in 
the era of environmental accelerations and changes is 
critical to the survival of organizations. Information 
technology enables the managers to quickly and 
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easily process information to control and coordinate 
more complex structures. Additionally, information 
technology enables the organization and management 
to function with coherence and rapid feedback (1).

Meanwhile, the use of IT increases the ability of 
individuals or organizations to communicate more 
easily, more accurately and less costly; moreover, 
human error in the organization’s information 
processing network decreases. Nowadays, 
organizations can transfer the commands and 
messages without a traditional management 
structure across the organization through the use of 
computers and automatically automating part of the 
organization. In this way, employees have access to 
a lot of information and they can come to an early 
conclusion in their work. Information technology 
has affected various aspects of the organization. It 
enables the managers to communicate with each 
other and with employees and get information about 
the results of each other’s work and their employees. 
The computer system creates a new communication 
channel that managers can use and become a group. 
This technology helps the managers eliminate 
barriers and creates a sort of group feeling between 
executives and employees that results in the identity 
of the organization (1).

 Information is one of the most important tools of 
management power. The acquisition of information, 
in particular information that appears to play a pivotal 
or strategic role in the organization, can be used to 
build a power base and also to promote and empower 
a person in the organization. On the other hand, 
when administrators equip themselves with more 
information, those people feel empowered and are 
more likely to work with productivity, success, and in 
line with management requirements. By reinforcing 
others in gaining results, the director actually 
strengthens his power base. With more information, 
people tend to experience self-control, personal 
control and more confidence. Customer satisfaction 
is one of the internal measures of organizations that 
shows their orientation towards satisfying customer 
demands and  improving the quality of products and 
services (2). 

Also, as to the ITIL and COBIT framework, the 
convergence between business and IT makes these 
frameworks a bridge between technical managers and 
senior executives. Using ITIL, an organization can 
create value added that results in competitive benefits, 
and COBIT can be used to determine the appropriate 
decision on how the organization operates and 
operate (3-65). Also, according to the fact that in a few 
articles, a combination of the ITIL framework and 

the COBIT maturity model has been implemented, 
i.e. the integration of IT governance with the 
management of services in a specific way, the use of 
Information technology management frameworks 
in the field of health services is very scanty, which 
indicates that the importance of this topic in the field 
of health has been neglected. Discussions with the 
professors of the field of emergency management and 
experts in this field can help find a suitable solution to 
the problem of Emergency management at strategic 
and tactical levels. IT service management provides a 
framework for organizing IT operations and enabling 
the organizations to deliver quality service to meet 
business needs and adhere to service level agreement. 
ITIL is a comprehensive set of management processes 
which provides IT services to users in a complete and 
specialized manner, while COBIT addresses strategic 
and general management and governance issues and 
focuses less on the processes and to the way they are 
implemented, using ITIL and COBIT frameworks. 
Business and information technology makes these 
frameworks a bridge between technical managers and 
senior managers of the organization. Therefore, the 
aim of this study was to provide a suitable framework 
for implementing IT services in the field of pre-
hospital emergency management with an integrated 
approach of COBIT and framework maturity model.

Methods
This is a mixed method study that was carried out 
in 2 phases. In the qualitative phase, the statistical 
population consisted of experts familiar with 
the subject of research (university professors and 
managers of information technology and emergency 
management); this study was conducted in a non-
random and purposeful manner until the theoretical 
saturation of 25 interviews. In the quantitative study 
phase, the statistical population included all IT 
service management experts, university professors, 
and pre-hospital emergency management  who had 
at least a bachelor’s degree and at least 5 years of 
direct work experience in the field of pre-emergency 
management, hospital and information technology or 
had a degree and taught in the fields of information 
technology management and disaster management 
.The number of participants who could enter the 
study was 915 individuals.

The sample size in qualitative studies cannot be 
calculated before the start of the study and sampling 
continues until information saturation occurs. In this 
study, purposeful non-random sampling method was 
used to collect the data. Targeted sampling selected 
information-rich individuals or items through which 
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they could gain a good understanding of the main 
aim of the study. The sample size of the present study 
consisted of 25 individuals (6 current and former 
managers of the country’s regional emergency, 
4 members of non-profit organizations, 5 senior 
managers of pre-hospital emergency information 
technology, 3 professors in the field of disaster health 3 
professors of information technology, 4 IT specialists 
who have worked directly in the field of pre-hospital 
emergency in order to optimize the programs)

In this regard, reviews have shown that there are 
915 people in the field of information technology 
services management, university professors and 
pre-hospital emergency management, of whom 271 
people were selected as the sample size according to 
Morgan table.

Before entering the qualitative phase, several 
texts and articles were studied in the fields of ITIL 
and COBIT. All written sources including articles, 
books, and related dissertations were studied and 
the dimensions and sub-components of the COBIT 
and ITIL framework were identified and extracted.  
Finally, it formed the initial framework of the research 
model and according to the theoretical framework, 
interview questions were developed to identify more 
categories and subcategories.  Given the basic nature 
of qualitative research, the decision about the best 
methods of data collection, e.g. from whom and how 
the data should be collected and how long it will take, 
is finally clarified in the field of research and during 
the study. Therefore, the research proceeds with 
dynamic design and continuous emergence, and the 
research team constantly s make feedback decisions.

The method of data collection in this study was 
semi-structured in-depth interview using open-
ended questions. The researcher started collecting 
information by asking general and open-ended 
questions. She  also dasked exploratory questions such 
as “Can you explain more?” Or “Give an example?” 
to gather complete information about the subject of 
the research. The questionnaire was completed in 
absentia and in person.

A questionnaire was used to interview the experts, 
and in a small part, a closed questionnaire was used to 
quantify the model used. How to score a questionnaire 
depends on the form (Very low importance=1, 
low importance=2, medium importance=3, high 
importance=4, and very high importance=5)

To check the validity in the qualitative part of the 
content, we asked 5 experts to provide the necessary 
feedback regarding the tool, according to which the 
written format and some cases of sentence verbs were 
corrected. Finally, all 5 people stated that they had the 

appropriate narration tools. To confirm the validity of 
content in a quantitative way, w useed Lavshe method 
which is one of the quantitative methods used to 
determine the content validity ratio, which has been 
widely accepted. In the qualitative section, to analyze 
the data, we used the content analysis approach and 
MAX QDA software. In this study, open coding and 
axial coding were used to analyze the data.

Research Process
In the present study,  to formulate the theoretical 

foundations and review the backgrounds related to the 
research, we analyzed, all articles, scientific sources, 
books and scientific and valid databases, which finally 
formed the initial framework of the research model  
according to the theoretical framework. Interview 
questions were developed to identify more categories 
and subcategories.

Step 1: Extraction of basic indicators from 
theoretical foundations (study of written sources): In 
the first step, all written sources including articles, 
books, and related dissertations were studied and the 
dimensions and sub-components of the Qubit and 
ITIL framework were identified and extracted. Finally, 
it formed the initial framework of the research model, 
and interview questions were developed according to 
the theoretical framework to identify more categories 
and subcategories.

Step 2: Grouping and identifying the components 
of the model: In order to identify the new dimensions 
and sub-components for the Qubit and ITIL 
framework, using expert opinions and formulating 
open-ended interview questions, data were collected 
and after face-to-face interviews through the 
content analysis approach, more sub-categories were 
identified, which led to the formation of a secondary 
model that shaped the conceptual research model.

Step 3: Identification of the  effective indicators 
in the proposed model: 25 university professors 
and executives in the study area were selected to 
implement the Delphi technique. Then, the list of 
dimensions and sub-components identified from the 
theoretical literature and opinions of experts was sent 
to the experts through a questionnaire to perform the 
Delphi technique.

Step 4: Determination of the relationship between 
the components and model indices: To quantify the 
model, a closed questionnaire was set up, the validity 
of which was evaluated with CVR-CVI indices and 
its reliability with Cronbach’s alpha was confirmed. 
The data were distributed and analyzed by factor 
analysis using SPSS-PLS software.

Step 5: Model implementation: The final model 
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was designed and fitted (Figure 1).
Interaction of components and indicators 

of integrated model of COBIT model and ITIL 
framework in the field of pre-hospital emergency 
management (Table 1-4): 

Extraction of basic indicators from theoretical
foundations

Identification of new dimensions and sub-
components for the Qubit and ITIL framework based

on interview results

Interpretation of qualitative results

Perform Delphi technique

Analysis and evaluation based on Lavsheh validity

Quantitative data collection (questionnaire)

Quantitative data analysis

Quantitative stage results

Interpretation of the obtained results

Figure 1: Research implementation steps

Table 1: Codes extracted from ITIL and COBIT studies after 
removal of duplicate items

Selected codesThe main 
categories

Facilities Management
Performance management
Human resources management
Data management
Configuration management
Quality management
Managing the affairs of technologists
Pay attention to web-based decision making
Information needs management
Employee management
Data-based decision making
Expert systems
Technology based management
Technological decision making
Financial Management
Proper budgeting
Provide reports
Attention to crisis management
Provide reports
Attention to crisis management
Outsourcing contracts
Decision making procedures

Management

Technological structure
Organizational Structure
Internal improvement
Organizational Commitment
Customer oriented culture
Structural flexibility
Data structure management
Technology localization
Improving technology patterns
Technology rules
Technology ownership
Technological culture
Systematic thinking

Organization

Information and communication technology 
processes
Replacing old systems with new ones
Having a protocol
Process Engineering
Clarification of work affairs
Technology-based processes
Technology-based process engineering
Communication equipment between 
employees
Relationships between processes
Proper execution of processes
Development and maintenance of methods
Improve work processes
Transparency of processes

Processes

Strategic vision
Technological orientation
Technological perspective
Gain technological competitive advantage
Pay attention to market needs
The rule of technology

Vision

Achieve technological competitive advantage
Reduce unnecessary costs
Manpower awareness
Improve organizational procedures
Technology Development
Customer competitive advantage
Technological development
Business goals
Compatibility with change
Compatibility of software with organizational 
goals
Transfer of goals and management orientation
Reliability
Effectiveness, efficiency
Follow and access
Needs assessment of technology courses

Objectives 
of the 
organization

Practical exercises
Training needs assessment
Essential force readiness
Staff training
Continuation of IT training
Speed of adaptation of employees and 
managers to changes
Continued use of information technology
Existence of information skills
Staff knowledge
Appropriate employee behaviors
User training
Cooperation between specialists
Work experience

Staff
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In the present study, each of the research variables 
can act as an indicator or dimensions of the second 
variable (appropriate framework of information 
technology services by combining COBIT and ITIL 
framework in the field of pre-hospital emergency), so 
the second factor analysis has been performed (Table 5).

Factor load values were desirable in the second-
order factor analysis. On the other hand, the value 
of t corresponding to each factor load was more 
than its critical value (2.58) at the level of 0.01 and 
was significant. The coefficient of determination (R2) 
also measures the relationship between the explained 
variance of a latent variable and its total value of 
variance. The value of this coefficient was between 
zero and 1;  the larger the values, the more desirable. 
The values of 0.19, 0.33, and 0.67 are described as 
weak, moderate and significant, respectively. The 
values of R2 were significant and desirable.

The quality of the structural model was calculated 
by the redundancy index with cross validity (CV 
Red). The most well-known measure of this ability 
was the Q2 Stone-Geisler index, according to 
which the model should predict the indicators of 
reflex endogenous latent variables. Q2 values above 
zero indicate that the observed values are well 
reconstructed, and the model is predictable. In other 
words, if all the values obtained for the CV Red index 
are positive considering the endogenously reflected 
latent variable, it can be said that the structural model 
is of good redundancy index with cross validity.

Discussion and Conclusion
As to the research findings, it can be stated that due to 
the need for timely access to the required information 
when providing emergency services, the pre-hospital 
emergency information system was established to 
generate information and support emergency services 
outside health care institutions (14, 16, 23, 33, 48). 
Pre-hospital emergency is a vital component of the 
emergency medical service system. This type of 
emergency is, in fact, a community-based system that 
responds to the medical needs of the injured or patients 
with acute and emergency illnesses outside the health 
care facilities until they are transferred to a medical 
center. The activities of this system, as specified in its 
symbol called the Star of Life, include: responding to 
emergency telephone calls, dispatching, providing care 
by trained people at the scene, continuing to provide 
vehicle care such as ambulance and helicopter, and the 
transfer of a person to a medical center designated by 
the Emergency Command Center. This system is also 
responsible for transferring patients between health 
care institutions (39, 48, 51).

Technological performance evaluation
Monitoring the process of activities
internal control
Development of indicators and standards
Ensuring compliance with external conditions
Install GPS on ambulance
Customer Surveys
Field surveys
Daily control of activities
Existence of monitoring rooms
Monitor network security
Performance monitoring schedule
Convenient location
Periodic control

Monitoring 
and 
Evaluation

Technical support
Financial Support
Prehospital measures
Crash support
Online support for ambulances
Use of equipped ambulance
Annual service of devices
Create IT unit
Development of technological laws
Hardware and software support

Support

Appropriate communication equipment
Paying attention to the division of tasks
Calling and sending me in the context of 
technology
Establishing a technology headquarters
Technology Committee
Separation of tasks
Transparency
Make it easy to work
planning
Category of activities
Identification of  automated solutions
Physical separation
Create ID for all computers
Specific work policies
Ways of doing work
Category of activities

Organizing

Information integration
Create a knowledge base
Data management
Create a knowledge base
Data continuity
Create expert systems
Review and expertise of functions
Checking systems
Follow up the causes of disorders
Create a physical network platform
flexibility
Existence of a portal
Existence of a blog
Possibility of secure access
Convenient to information

Information 
architecture

Improve customer service
Attention to technological satisfaction
Increase the quality of services
Create new technical services
Service guarantee
New service needs assessment
Outsourcing services
Commitment to optimal service
Quality assurance procedures

Service 
delivery

Table of convergent reliability and validity indicators
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Table 2: Kalmograph-Smirnov test for data normality
Error probability levelKalmograph-Smirnov testNumberDimensionsRow
0.0421.68271Management1
0.0331.89271Organization2
0.0131.97271Processes3
0.0341.79271Vision4
0.0211.93271Objectives of the organization5
0.0361.81271Staff6
0.0331.89271Monitoring and Evaluation7
0.0841.19271Support8
0.0211.98271Organize9
0.0921.64271Information architecture10
0.0341.80271Service delivery11

Table 3: Convergent reliability and validity indices
ResultError 

probability 
level

The value 
of t

Factor 
load

ItemsMean 
variance 
extracted

Combined 
reliability

Cronbach’s 
alpha 
coefficients

Variable

Marker confirmation0.0562.5410.873M10.5760.9490.941Management
Marker confirmation0.0517.2730.668M2
Marker confirmation0.0529.8430.803M3
Marker confirmation0.0527.2840.798M4
Marker confirmation0.0527.2840.798M5
Marker confirmation0.0518.2840.625M6
Marker confirmation0.0528.5080.761M7
Marker confirmation0.0527.6010.760M10
Marker confirmation0.0518.4350.687M11
Marker confirmation0.0516.6480.602M12
Marker confirmation0.0562.5410.873M13
Marker confirmation0.0521.6010.760M14
Marker confirmation0.0562.5410.873M15
Marker confirmation0.0521.8190.714M18
Marker confirmation0.0514.1720.670O10.6100.9250.912Organization
Marker confirmation0.0518.4840.647O3
Marker confirmation0.0515.2430.794O4
Marker confirmation0.0517.1970.659O5
Marker confirmation0.0531.4400.766O6
Marker confirmation0.0532.8100.885O7
Marker confirmation0.0533.5480.671O8
Marker confirmation0.0539.4300.751O9
Marker confirmation0.0512.9900.721O10
Marker confirmation0.0526.4880.822P70.5700.8870.845Process
Marker confirmation0.0519.1660.762P8
Marker confirmation0.0516.2470.695P9
Marker confirmation0.0553.5380.848P10
Marker confirmation0.0518.1040.785P11
Marker confirmation0.0511.1020.589P13
Marker confirmation0.05109.3860.923C10.7170.9260.899Vision
Marker confirmation0.0527.8580.705C2
Marker confirmation0.0539.2660.863C3
Marker confirmation0.0542.0500.799C4
Marker confirmation0.05109.3860.923C6
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Marker confirmation0.0515.3060.672G10.5200.9150.897Objectives 
of the 
organization

Marker confirmation0.0512.0770.677G2
Marker confirmation0.0513.6270.693G3
Marker confirmation0.0522.3840.688G7
Marker confirmation0.0566.5330.822G8
Marker confirmation0.0527.7020.787G9
Marker confirmation0.0535.6640.788G12
Marker confirmation0.0514.0200.610G13
Marker confirmation0.0521.1110.705G14
Marker confirmation0.0521.3900.744G15
Marker confirmation0.05186.6370.956E10.6370.9440.931Staff
Marker confirmation0.05186.6370.956E2
Marker confirmation0.05186.6370.956E4
Marker confirmation0.0519.5790.598E5
Marker confirmation0.05186.6370.956E6
Marker confirmation0.0520.7760.725E7
Marker confirmation0.0524.7140.748E10
Marker confirmation0.0516.5160.664E11
Marker confirmation0.0513.4080.617E12
Marker confirmation0.0517.3980.675E13
Marker confirmation0.0523.2020.996N40.900.9850.979Monitoring and 

Evaluation Marker confirmation0.0523.2020.996N6
Marker confirmation0.0520.6810.633N7
Marker confirmation0.0523.2020.990N9
Marker confirmation0.0523.2020.996N12
Marker confirmation0.0523.2020.996N13
Marker confirmation0.0523.2020.996N14
Marker confirmation0.0524.3130.738S10.6680.9410.926Support
Marker confirmation0.0511.7890.711S2
Marker confirmation0.05120.7840.936S3
Marker confirmation0.05120.7840.936S5
Marker confirmation0.05120.7840.936S7
Marker confirmation0.0518.0650.691S8
Marker confirmation0.0521.9830.806S10
Marker confirmation0.0511.7890.739S11
Marker confirmation0.0513.3830.715SA10.6740.9420.929Organize
Marker confirmation0.0576.6380.921SA2
Marker confirmation0.0522.2230.724SA3
Marker confirmation0.0537.1690.839SA5
Marker confirmation0.0534.3040.847SA6
Marker confirmation0.0524.2770.798SA7
Marker confirmation0.0523.1320.775SA8
Marker confirmation0.0576.6380.921SA10
Marker confirmation0.0542.3270.821ME10.7510.9670.961Information 

architecture Marker confirmation0.0542.3270.821ME2
Marker confirmation0.05181.1830.950ME5
Marker confirmation0.0536.7350.798ME7
Marker confirmation0.05181.1830.950ME9
Marker confirmation0.0519.8400.701ME11
Marker confirmation0.05181.1830.905ME12
Marker confirmation0.0520.9510.725ME13
Marker confirmation0.05181.1830.950ME17
Marker confirmation0.05181.1830.950ME19
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Marker confirmation0.0520.5050.782K10.5290.8990.871Providing 
services Marker confirmation0.0514.8980.674K2

Marker confirmation0.0517.0280.739K3
Marker confirmation0.0532.5120.785K4
Marker confirmation0.0515.1270.622K5
Marker confirmation0.0524.3060.753K6
Marker confirmation0.0521.3590.789K7
Marker confirmation0.0518.1620.654K8

Table 4: Divergent validity matrix by Fornell-Larker method
Manage-
ment

Organi-
zation

Pro-
cess-
es

Vision Objectives 
of the or-
ganization

Staff Monitor-
ing and 
Evaluation

Support Organize Informa-
tion archi-
tecture

Providing 
services

Management 0.759
Organization 0.72 0.78
Processes 0.69 0.71 0.75
Vision 0.61 0.63 0.67 0.85
Objectives of 
the organization

0.66 0.69 0.71 0.84 0.72

Staff 0.58 0.70 0.79 0.74 0.65 0.80
Monitoring and 
Evaluation

0.60 0.66 0.76 0.69 0.72 0.72 0.95

Support 0.64 0.63 0.78 0.62 0.75 0.78 0.69 0.82
Organize 0.58 0.71 0.73 0.62 0.69 0.76 0.69 0.81 0.82
Information 
architecture

0.58 0.59 0.69 0.64 0.64 0.70 0.64 0.73 0.73 0.87

Providing 
services

0.65 0.71 0.69 0.65 0.69 0.72 0.65 0.69 0.70 0.71 0.73

Table 5: Results of the second-order confirmatory factor analysis for research variables
Structure Factor load T value The significance level R2

Management 0.791 26.730 0.01 0.626
Organization 0.847 33.982 0.01 0.718
Processes 0.896 65.936 0.01 0.803
Vision 0.804 43.454 0.01 0.646
Objectives of the organization 0.899 79.566 0.01 0.809
Staff 0.891 75.691 0.01 0.794
Monitoring and Evaluation 0.845 40.256 0.01 0.714
Support 0.913 72.952 0.01 0.834
Organize 0.875 45.643 0.01 0.765
Information architecture 0.841 46.649 0.01 0.707
Providing services 0.853 42.107 0.01 0.727

Table 6: Redundancy index with cross validity
Variable Crossover validity redundancy index (CV Red)
Management 0.353
Organization 0.350
Processes 0.448
Vision 0.452
Objectives of the organization 0.406
Staff 0.501
Monitoring and Evaluation 0.644
Support 0.539
Organize 0.511
Information architecture 0.520
Providing services 0.370
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Based on these activities and the scope of 
operations, pre-hospital emergency and timely and 
prompt response to emergencies ensure the provision 
of quality pre-hospital care and provide the basis for 
further treatment by other departments. In fact, pre-
hospital emergencies act as gateways for emergencies 
in the field of emergency care and improve the 
outcome of treatment for patients.

One of the effective factors in this field is the 
existence of necessary information and access to 
them at the time of service. In this regard, the pre-
hospital emergency information system can provide 
information from the moment of notification of an 
emergency situation until the completion of a mission, 
i.e. until the patient is delivered to a medical center; 
also,  this system provides  this information to support 
emergency services and increase coordination for 
better patient management. As a result, medical 
emergencies are considered as an information-related 
specialty, so that fast access to accurate information 
at minimal cost is essential for better care of patients. 
Evaluation of emergency medical activities is severely 
limited due to the dispersion and problems of data 
and information collection. Obviously, with the 
advancement of knowledge and technology, the only 
effective way to achieve the goal of preventing the 
occurrence or reduction of complications of such 
accidents is the use of integrated and comprehensive 
pre-hospital information systems (3, 7, 62, 66).

A prehospital information system should be 
designed first to support patient care and second to 
report what is needed for other purposes. Hence, 
this is also true in medical emergencies. In the field 
of medical emergencies, the task of the information 
system is to establish effective communication links 
and proper planning, so that it provides the necessary 
ground for the prompt and timely action of emergency 
medical services, and this system saves lives. People 
in the community  work to prevent disabilities (40, 
41, 48).

Regarding the establishment of IT services 
management in the field of pre-hospital emergency 
management, there are various models, and the 
COBIT maturity model and ITIL framework as the 
most well-known models can be suitable tools. The 
COBIT framework is a high-level process model that 
organizes a wide range of IT activities in 34 processes 
and provides a single structure for implementing, 
understanding, and evaluating performance, IT risks 
and capabilities with the primary goal of meeting 
business needs (4, 12, 18).

The ITIL framework is also a set of methods related 
to IT service management. IT service management 

refers to a cycle that begins with identifying the 
customers’ needs and continues until that need is met 
in the form of IT service delivery. Therefore, COBIT 
and ITIL are both valuable combinations that help 
the organization a lot in IT management in line with 
business (65).

ITIL provides guidelines for implementing 
service management processes, and COBIT assists 
the organization in aligning the ITIL processes with 
business goals and needs. COBIT also provides an 
effective mechanism for managing and measuring the 
progress of ITIL processes as well as their continuous 
improvement in the organization (4, 18, 22, 65).

 Therefore, the COBIT framework provides 
management and governance solutions under the 
control of IT processes, achieving organizational 
goals, monitoring the performance of each process, 
and modeling it. Therefore, with the implementation 
of COBIT in the organization, the success and 
effectiveness of ITIL implementation will be 
improved. In the present study, the combination of the 
above-mentioned two models has been considered. 
Finally, after combining these two frameworks, 11 
components were identified (18, 24).

After examining the dimensions, we found 
that the goals of the organization have the highest 
average among the other dimensions; that is, from 
the respondents’ point of view, the most attention 
should be paid to the goals of the organization. In 
order to reduce the unnecessary costs of the pre-
hospital emergency organization,  we need to identify 
all the overhead costs of the organization  and avoid 
the costs without having a proper justification 
plan. As to establishment of IT services framework 
Awareness in this regard and about the usefulness 
and reason for its implementation, we held several 
meetings with employees. In this regard, it should be 
specified exactly what process is performed by whom 
and how; and  who is responsible for this process, 
should seek to provide solutions for the development 
of technology and infrastructure  in line with the 
goals of the organization. For this, first the goals of 
the organization and the vision of the organization 
should be considered and technological projects 
in this direction should have a special advantage. 
Before justifying the employees, it would be better for 
senior managers to support such projects because if 
the senior management of the organization does not 
seek to optimize the structure and processes using 
appropriate frameworks in the field of information 
technology, the specified plans and frameworks will 
not have proper consistency and correlation. As to 
the item of adaptation to change, it  should be stated 
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that in the field of pre-hospital emergency, always 
the changes and requests of the macro-health field, 
the ability to change the infrastructure, and the way 
things are done in the shortest possible time using 
information technology should be considered. It 
has a second dimension with the highest mean. i.e. 
the employees,  which indicates that from the point 
of view of respondents, the appropriate framework 
for information technology services should also pay 
special attention to the dimension of employees; that 
is, it is an appropriate framework so that before any 
implementation we should first pay attention to the 
readiness of its human resources in various fields and 
acceptance of information technology services; also, 
in order to prepare human resources in this regard, it 
should consider appropriate training through needs 
assessments at the beginning. There should be a 
proper and effective relationship between specialists 
and implementers with ordinary employees, and 
also it should seek to record the knowledge and work 
experience of the people in the organization that 
this work experience and knowledge can be used to 
recur errors in the organization and return the errors 
and problems. The next component that has the 
highest score and should be given special attention 
is the monitoring and evaluating component, 
which indicates that the discussion of developing 
indicators and standards, as well as monitoring the 
process of activities and daily control of activities 
and performance evaluation Technologically, as 
well as the establishment of monitoring rooms 
and monitoring the security of infrastructure and 
network are of great importance and should also have 
a written and periodic program to discuss control in 
all aspects (18, 22, 29, 35).

In terms of management, it is necessary to 
manage the emergency center to factors such as 
facilities management, performance management, 
human resource management, data management, 
configuration management, quality management, 
technology affairs management, web-based decision 
making, information needs management, employee 
management, data-based decision making, expert 
systems, technology-based management, technological 
decision-making, financial management, appropriate 
budgeting, reporting, crisis management, reporting, 
crisis management, outsourcing and Decision-
making procedures.  It should be noted that all these 
sub-factors should be considered at the management 
level in order to ensure the existence of the necessary 
managerial support to implement the service 
management system (37, 43, 44, 52, 56, 67).

In the dimension of organization, factors such 

as technological structure, organizational structure, 
internal improvement, organizational commitment, 
customer-oriented culture, structural flexibility, 
data structure management, technology localization, 
improving technology patterns, technology laws, 
technology ownership, technological culture and 
systems thinking should be noted.  It can be said that 
the most important part is the implementation of 
information technology services management system 
because in an organization, the appropriate structure 
and culture of using information and communication 
technology should be considered by the emergency 
center, leading  to improvement in management of IT 
services (7, 15, 16, 18).

In the dimension of processes,  factors such 
as ICT processes, replacement of old systems 
with new ones, having a protocol, process 
engineering, job transparency, technology-based 
processes, technology-based process engineering, 
communication equipment between employees, 
communication between processes, proper execution 
of processes, development and maintenance of 
methods, improvement of work processes, and 
transparency of processes should be considered. This 
dimension focuses on how information flows and 
determines the necessary activities in the use of IT 
services management. It supports a kind of executive 
and operational part of the system, and it is  important 
to institutionalize how to use and train the employees 
(5, 10, 18, 55, 65).

In terms of perspective, factors such as 
strategic perspective, technological orientation, 
technological perspective, gaining technological 
competitive advantage, attention to market needs 
and technological dominance are considered, which 
shows that pre-hospital emergency centers should 
function through strategic planning. He paid more 
attention to the category of information technology 
and achieved the goals set in the form of the desired 
system (55, 56).

In terms of organizational goals, factors such 
as achieving technological competitive advantage, 
reducing unnecessary costs,  manpower awareness, 
improving organizational procedures, technology 
development, customer competitive advantage, 
technological development, business goals, adaptation 
to change, software compatibility with organizational 
goals, transfer of goals and management orientation, 
reliability, effectiveness, efficiency and adherence 
and accessibility should be taken into account by 
the centers; the following factors will cause the 
prehospital center to gain a competitive advantage in 
the long run and somehow lead to improvement of 
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your performance (37, 38, 43, 44, 52).
In terms of monitoring and evaluation, factors 

such as technological performance evaluation, 
monitoring of activities, internal control, 
development of indicators and standards, ensuring 
compliance with external conditions, installation of 
GPS on ambulances, customer surveys, field surveys, 
daily control of activities, existence of monitoring 
rooms, network security monitoring, performance 
monitoring schedule, proper location and periodic 
control) should be considered; this category is one of 
the most important categories identified that control 
the behavior of the system during execution and after 
execution. by receiving the necessary feedback, we 
can improve the behavior of the system (21, 22, 24, 
47, 57).

In terms of support, factors such as technical 
support, financial support, pre-hospital measures, 
disaster support, online support for ambulance, 
use of equipped ambulance, annual service of 
devices, creation of information technology unit, 
development of technological rules and hardware 
support and software should be noted. According to 
experts, it can be considered that any system that is 
implemented in the emergency center needs technical 
support and that technical and engineering units and 
net will play an important role in this area; it seems 
that inspections and preventive notes in this category 
increase the probability of the success of the system 
(5, 51, 65).

In terms of organizing, factors such as appropriate 
communication equipment, attention to division 
of tasks, calling and dispatch in the context of 
technology, creation of technology headquarters, 
technology committee, segregation of duties, work 
transparency, ease of work, planning, categorization 
of activities, identification, automated solutions, 
physical separation, creation of identity cards for 
all computers, specific work policies, work methods 
and classification of activities were identified.  In this 
regard, it can be said that all the equipment used in 
the programs should be used in an organized away 
and there should be some kind of coordination 
between them; this will improve the performance of 
the system (16, 52).

In the field of information architecture, factors 
such as information integration, knowledge base 
creation, data management, knowledge base creation, 
data integration, creation of expert systems, review 
and expertise of functions, checking systems, 
tracking the causes of disorders, creating a physical 
environment, network, flexibility, portal, blog, secure 
access to information, easy access to information 

and needs assessment of technology courses will 
play an important role in the establishment of the 
system, which in a way has the task of  maintaining 
information system data. The title of the brain of the 
system is identified and specialized, and appropriate 
human resources should be used in this dimension 
(9, 10, 13).

Finally, in terms of service delivery, factors such 
as improving customer service, paying attention 
to technological satisfaction, increasing service 
quality, creating new technical services, service 
guarantee, new service needs assessment, service 
outsourcing, commitment to desirable services and 
quality assurance procedures are considered.  It 
should be noted that the main purpose of the system 
is to increase the quality of services and patient 
satisfaction, which in this category is necessary 
to increase the quality of services in the context of 
information and communication technologies to pay 
attention to customer satisfaction (26). 

Practical Suggestions
Considering that the goals of the organization 

have the highest average among the other 
dimensions; that is, from the respondents’ point of 
view, the most attention should be paid to the goals 
of the organization, i.e. in implementing the IT 
services framework, the unnecessary expenses of the 
emergency organization should be detected; in order 
to do so, all the overhead expenses of the organization 
should be identified and the expenses should be 
avoided without having a proper justification plan.

It is suggested that before implementing the IT 
services framework, we should be fully aware of this 
and hold several meetings with the staff about its 
usefulness and the reason for its implementation.

It is suggested that the procedures of the 
organization should be identified and after that the  
processes should be corrected. i.e. we need to specify 
exactly what process is performed by whom and how, 
and also who is responsible for this process.

It is suggested that technological projects that are 
in line with the goals and vision of the organization 
should have a special advantage.

It is suggested that we should pay attention to the 
readiness of its human resources in various fields and 
acceptance of information technology services and  
hold appropriate trainings and courses.

It is suggested that at the beginning of the work, 
appropriate educational needs assessments should be 
considered for each person based on his/her ability 
and capacity.

It is suggested that the management should seek 
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to record the knowledge and work experience of the 
people in the organization; which with the  work 
experience and knowledge, we can use the occurrence 
of re-errors in the organization and return the errors 
and problems.

It is suggested that we should set up monitoring 
rooms and monitor the security of infrastructure and 
network in order to monitor the process of activities 
and daily control of activities and evaluation of 
technological performance.

It seems that the most important step in establishing 
a system is to formulate the right strategies. These 
strategies should be defined and formulated in 
three categories of executive level strategy, middle 
strategy and task level strategy and should be clearly 
informed. Also, to perform tasks in any specific task, 
people who have sufficient expertise in that field 
should be used. Also, alignment mechanisms should 
be followed more seriously. In particular, we need to 
use knowledge sharing software in an operational 
rather than ceremonial way.

It is suggested that more attention should be paid 
to purposeful and effective human relations between 
and within the organization  to fulfill the mission 
of pre-hospital centers. In addition, integrated and 
continuous information technology training courses 
should be held in these centers  to motivate and 
develop services.

It is suggested that  to successfully establish the 
management of IT services, they should periodically 
pay attention to the issue of evaluating the system 
performance and correct the system behavior 
according to the appropriate indicators and receive 
feedback.

It is recommended that they should  use specialized 
and experienced people in activities such as creating 
and maintaining a database, which will increase the 
speed of access to information and sufficient accuracy.

It is suggested that all work processes should 
be carried out in accordance with the principles 
of information technology and we need eliminate 
manual and paper-based activities and somehow 
automate the work process; the employees should use 
the system as users.

It is suggested that patients should be interviewed 
as to the services delivered, and if there are problems, 
they should be removed because the main purpose of 
the system is patients’ satisfaction.

Research Limitations
The results were for the study community only 

and could not be generalized to other communities.
The inferential statistics section of the research 

(presented model) may have undergone minor or 
major changes over time and changes in attitudes 
and conditions, so the results cannot be generalized 
to the future and is in fact the proposed model for the 
current situation.

Conflict of Interest: None declared.

References
1. Ali S, Green P, Robb A. Information technology 

investment governance: What is it and does 
it matter? International Journal of Accounting 
Information Systems. 2015;18:1-25. doi: 10.1016/j.
accinf.2015.04.002.

2. Almadhoob A, Valverde R. Cybercrime 
prevention in the Kingdom of Bahrain via IT 
security audit plans. Journal of Theoretical and 
Applied Information Technology. 2014;65(1):274-
92. 

3. Ardalan A, Kandi M, Talebian MT, Khankeh 
H, Masoumi G, Mohammadi R, et al. 
Hospitals safety from disasters in I.R.iran: 
the results from assessment of 224 hospitals. 
PLoS Curr. 2014;6. doi: 10.1371/currents.
dis.8297b528bd45975bc6291804747ee5db. 

4. Tuttle B, Vandervelde SD. An empirical 
examination of CobiT as an internal control 
framework for information technology. 
International Journal of Accounting information 
systems. 2007;8(4):240-63. doi: 10.1016/j.
accinf.2007.09.001.

5. Vukšić VB, Bach MP, Popovič A. Supporting 
performance management with business process 
management and business intelligence: A 
case analysis of integration and orchestration. 
International journal of information 
management. 2013;33(4):613-9. doi: 10.1016/j.
ijinfomgt.2013.03.008.

6. Boyson S, Corsi T, Rossman H. Building a cyber 
supply chain assurance reference model. Science 
Applications International Corporation (SAIC). 
2009.  

7. Bradford M, Earp JB, Grabski S. Centralized 
end-to-end identity and access management 
and ERP systems: A multi-case analysis using 
the Technology Organization Environment 
framework. International Journal of Accounting 
Information Systems. 2014;15(2):149-65. doi: 
10.1016/j.accinf.2014.01.003.

8. Buys L, Miller E, editors. The meaning of” 
active ageing” to older Australians: Exploring 
the relative importance of health, participation 
and security. Diversity in Ageing. August 2006; 

https://doi.org/10.1016/j.accinf.2015.04.002
https://doi.org/10.1016/j.accinf.2015.04.002
https://doi.org/10.1016/j.accinf.2007.09.001
https://doi.org/10.1016/j.accinf.2007.09.001
https://doi.org/10.1016/j.ijinfomgt.2013.03.008
https://doi.org/10.1016/j.ijinfomgt.2013.03.008
https://doi.org/10.1016/j.accinf.2014.01.003


65J Health Man & Info, January 2021, 8(1) 

A framework for implementing IT service management 

Sydney: Proceedings of the 39th National 
Conference of the Australian Association of 
Gerontology; 2006: Australian Association of 
Gerontology. 

9. Bygstad B. Generative mechanisms for innovation 
in information infrastructures. Information and 
organization. 2010;20(3-4):156-68. doi: 10.1016/j.
infoandorg.2010.07.001.

10. Cram WA, Brohman MK, Gallupe RB. 
Addressing the control challenges of the 
enterprise architecture process. Journal of 
Information Systems. 2015;29(2):161-82. doi: 
10.2308/isys-50913.

11. Crampton A. Population aging and social work 
practice with older adults: Demographic and 
policy challenges. International Social Work. 
2011;54(3):313-29. doi: 10.1177/0020872810396257.

12. Vugec DS, Spremić M, Bach MP. IT governance 
adoption in banking and insurance sector: 
Longitudinal case study of cobit use. International 
Journal for Quality Research. 2017;11(3):691-716. 

13. Damianides M. Sarbanes-Oxley and IT 
governance: New guidance on IT control and 
compliance. Information Systems Management. 
2005;22(1):77-85.  Doi: 10.1201/1078/44912.22.1.2
0051201/85741.9.

14. David G, Brachet T. Retention, learning by 
doing, and performance in emergency medical 
services. Health Serv Res. 2009;44(3):902-25. doi: 
10.1111/j.1475-6773.2009.00953.x.

15. David G, Brachet T. On the determinants of 
organizational forgetting. American Economic 
Journal: Microeconomics. 2011;3(3):100-23. doi: 
10.1257/mic.3.3.100.

16. David G, Chiang AJ. The determinants of public 
versus private provision of Emergency Medical 
Services. international Journal of industrial 
organization. 2009;27(2):312-9. doi: 10.1016/j.
ijindorg.2008.10.001

17. David G, Harrington SE. Population density and 
racial differences in the performance of emergency 
medical services. J Health Econ. 2010;29(4):603-
15. doi: 10.1016/j.jhealeco.2010.03.004.

18. Kerr DS, Murthy US. The importance of the 
CobiT framework IT processes for effective 
internal control over financial reporting 
in organizations: An international survey. 
Information & Management. 2013;50(7):590-7. 
doi 10.1016/j.im.2013.07.012.

19. Khorasani Zavareh D, Mohammadi R, Laflamme 
L, Naghavi M, Zarei A, Haglund BJ. Estimating 
road traffic mortality more accurately: use of the 
capture-recapture method in the West Azarbaijan 

province of Iran. Int J Inj Contr Saf Promot. 
2008;15(1):9-17. doi: 10.1080/17457300701794105.

20. Haes SD, Grembergen WV. Enterprise 
governance of information technology achieving 
alignment and value. Switzerland: Springer; 2015. 
doi: 10.1007/978-3-319-14547-1.

21. De Haes S, Van Grembergen W, Debreceny 
RS. COBIT 5 and enterprise governance of 
information technology: Building blocks and 
research opportunities. Journal of Information 
Systems. 2013;27(1):307-24. doi 10.2308/isys-
50422.

22. Bernroider EW, Ivanov M. IT project 
management control and the Control Objectives 
for IT and related Technology (CobiT) 
framework. International Journal of Project 
Management. 2011;29(3):325-36. doi 10.1016/j.
ijproman.2010.03.002.

23. Wilde ET. Do emergency medical system response 
times matter for health outcomes? Health Econ. 
2013;22(7):790-806. doi: 10.1002/hec.2851.

24. Lin F, Guan L, Fang W. Critical factors affecting 
the evaluation of information control systems 
with the COBIT framework: A study of CPA 
firms in Taiwan. Emerging Markets Finance and 
Trade. 2010;46(1):42-55. doi: 10.2753/REE1540-
496X460105.

25. Fernandez-Ballesteros R, Robine JM, Walker 
A, Kalache A. Active aging: a global goal. Curr 
Gerontol Geriatr Res. 2013;2013:298012. doi: 
10.1155/2013/298012.

26. Grittner DH, Valverde R. An object-oriented 
supply chain simulation for products with high 
service level requirements in the embedded 
devices industry. International Journal of 
Business Performance and Supply Chain 
Modelling. 2012;4(3-4):246-70. doi: 10.1504/
IJBPSCM.2012.050388.

27. Herz TP, Hamel F, Uebernickel F, Brenner W. 
Toward a model of effective monitoring of IT 
application development and maintenance 
suppliers in multisourced environments. 
International Journal of Accounting Information 
Systems. 2013;14(3):235-53. doi: 10.1016/j.
accinf.2012.12.003.

28. Idlbek R. Using COBIT to Increase Performance: 
A Case Study of a Higher Education Institution. 
Privredna kretanja i ekonomska politika. 
2011;21(126):51-85. 

29. Souza Neto J, Ferreira Neto AN. Metamodel of 
the IT governance framework COBIT. JISTEM-
Journal of Information Systems and Technology 
Management. 2013;10(3):521-40. doi: 10.4301/

https://doi.org/10.1016/j.infoandorg.2010.07.001
https://doi.org/10.1016/j.infoandorg.2010.07.001
https://doi.org/10.2308/isys-50913
https://doi.org/10.1201/1078/44912.22.1.20051201/85741.9
https://doi.org/10.1201/1078/44912.22.1.20051201/85741.9
https://doi.org/10.1257/mic.3.3.100
https://doi.org/10.1016/j.ijindorg.2008.10.001
https://doi.org/10.1016/j.ijindorg.2008.10.001
https://doi.org/10.1016/j.im.2013.07.012
https://doi.org/10.1007/978-3-319-14547-1
https://doi.org/10.2308/isys-50422
https://doi.org/10.2308/isys-50422
https://doi.org/10.1016/j.ijproman.2010.03.002
https://doi.org/10.1016/j.ijproman.2010.03.002
https://doi.org/10.2753/REE1540-496X460105
https://doi.org/10.2753/REE1540-496X460105
https://doi.org/10.1504/IJBPSCM.2012.050388
https://doi.org/10.1504/IJBPSCM.2012.050388
https://doi.org/10.1016/j.accinf.2012.12.003
https://doi.org/10.1016/j.accinf.2012.12.003
https://doi.org/10.4301/S1807-17752013000300004


66 J Health Man & Info, January 2021, 8(1) 

Saeedinezhad S et al.

S1807-17752013000300004.
30. Joghataei MT, Nejati V. Assessment of health 

status of elderly people in the city of Kashan. 
Iranian Journal of Ageing. 2006;1(1):3-10.

31. Kraus C, Valverde R. A data warehouse design 
for the detection of fraud in the supply chain 
by using the benford’s law. American Journal of 
Applied Sciences. 2014;11(9):1507-18. doi: 10.3844/
ajassp.2014.1507.1518.

32. Wallace L, Lin H, Cefaratti MA. Information 
security and Sarbanes-Oxley compliance: An 
exploratory study. Journal of Information Systems. 
2011;25(1):185-211. doi: 10.2308/jis.2011.25.1.185.

33. Green LV, Kolesar PJ. Anniversary article: 
Improving emergency responsiveness with 
management science. Management Science. 
2004;50(8):1001-14. doi: 10.1287/mnsc.1040.0253.

34. Lunardi GL, Becker JL, Maçada ACG, Dolci 
PC. The impact of adopting IT governance on 
financial performance: An empirical analysis 
among Brazilian firms. International Journal of 
Accounting Information Systems. 2014;15(1):66-
81. doi: 10.1016/j.accinf.2013.02.001.

35. Siponen M, Willison R. Information security 
management standards: Problems and solutions. 
Information & management. 2009;46(5):267-70. 
doi: 10.1016/j.im.2008.12.007.

36. MacKenzie SB, Podsakoff PM, Podsakoff 
NP. Construct measurement and validation 
procedures in MIS and behavioral research: 
Integrating new and existing techniques. MIS 
quarterly. 2011:293-334. doi: 10.2307/23044045.

37. Othman M, Ahmad MN, Suliman A, Arshad 
NH, Maidin SS. COBIT principles to govern flood 
management. International journal of disaster 
risk reduction. 2014;9:212-23. doi 10.1016/j.
ijdrr.2014.05.012.

38. Wolden M, Valverde R, Talla M. The 
effectiveness of COBIT 5 information security 
framework for reducing cyber attacks on 
supply chain management system. IFAC-
PapersOnLine. 2015;48(3):1846-52. doi 10.1016/j.
ifacol.2015.06.355.

39. Maxwell MS, Restrepo M, Henderson 
SG, Topaloglu H. Approximate dynamic 
programming for ambulance redeployment. 
INFORMS Journal on Computing. 2010;22(2):266-
81. doi: 10.1287/ijoc.1090.0345. 

40. Mirzaei M, Shams Ghahfarokhi M. Demography 
of elder population in Iran over the period 1956 
To 2006. Iranian Journal of Ageing. 2007;2(3):326-
31.

41. Mohammadi E, Allahyari T, Darvishpoor 

Kakhaki A, Saraei H. Determining psychometric 
properties of Iranian active aging measurement 
instrument. Iranian Journal of Ageing. 
2018;12(4):414-29. doi: 10.21859/sija.12.4.414.

42. Moulaert T, Paris M. Social policy on ageing: The 
case of active ageing as a theatrical metaphor. 
Int’l J Soc Sci Stud. 2013;1:113-123. doi: 10.11114/
ijsss.v1i2.141. 

43. Temizkan O, Kumar RL, Park S, Subramaniam 
C. Patch release behaviors of software vendors 
in response to vulnerabilities: An empirical 
analysis. Journal of management information 
systems. 2012;28(4):305-38. doi: 10.2753/
MIS0742-1222280411.

44. Paltasingh T, Tyagi R. Demographic transition 
and population ageing: Building an inclusive 
culture. Social Change. 2012;42(3):391-409. doi: 
10.1177/0049085712454053.

45. Qureshi TM, Warraich AS, Hijazi ST. Significance 
of project management performance assessment 
(PMPA) model. International Journal of Project 
Management. 2009;27(4):378-88.  doi: 10.1016/j.
ijproman.2008.05.001.

46. Ramachandran S, Rao S, Goles T. Information 
security cultures of four professions. Hawaii 
internationalconference on system sciences, 
proceedings of the 41st annual, Hawaii. 2008. doi: 
10.1109/HICSS.2008.201.

47. Ridley G, Young J, Carroll P. Studies to 
evaluate CobiT’s contribution to organisations: 
opportunities from the literature, 2003–06. 
Australian Accounting Review. 2008;18(4):334-
42.doi: 10.1111/j.1835-2561.2008.0019.x.

48. Lee S. Centrality-based ambulance dispatching 
for demanding emergency situations. Journal of 
the Operational Research Society. 2013;64(4):611-
8. doi: 10.1057/jors.2012.72.

49. Sadikin M, Hardi H, Haji WH. IT governance self 
assessment in higher education Based on COBIT 
case study: University of Mercu Buana. Journal of 
Advanced Management Science Vol. 2014;2(2):83-
7. doi: 10.12720/joams.2.2.83-87.

50. Sassi S, Goaied M. Financial development, 
ICT diffusion and economic growth: Lessons 
from MENA region. Telecommunications 
Policy. 2013;37(4-5):252-61. doi: 10.1016/j.
telpol.2012.12.004.

51. Lee S. The role of centrality in ambulance 
dispatching. Decision Support Systems. 
2012;54(1):282-91. doi: 10.1016/j.dss.2012.05.036.

52. Siponen MT. A conceptual foundation for 
organizational information security awareness. 
Information Management & Computer Security. 

https://doi.org/10.4301/S1807-17752013000300004
https://doi.org/10.3844/ajassp.2014.1507.1518
https://doi.org/10.3844/ajassp.2014.1507.1518
https://doi.org/10.2308/jis.2011.25.1.185
https://doi.org/10.1287/mnsc.1040.0253
https://doi.org/10.1016/j.accinf.2013.02.001
https://doi.org/10.1016/j.im.2008.12.007
https://doi.org/10.2307/23044045
https://doi.org/10.1016/j.ijdrr.2014.05.012
https://doi.org/10.1016/j.ijdrr.2014.05.012
https://doi.org/10.1016/j.ifacol.2015.06.355
https://doi.org/10.1016/j.ifacol.2015.06.355
https://doi.org/10.1287/ijoc.1090.0345
https://doi.org/10.21859/sija.12.4.414
https://doi.org/10.11114/ijsss.v1i2.141
https://doi.org/10.11114/ijsss.v1i2.141
https://doi.org/10.2753/MIS0742-1222280411
https://doi.org/10.2753/MIS0742-1222280411
https://doi.org/10.1177/0049085712454053
https://doi.org/10.1016/j.ijproman.2008.05.001
https://doi.org/10.1016/j.ijproman.2008.05.001
https://doi.org/10.1109/HICSS.2008.201
https://doi.org/10.1111/j.1835-2561.2008.0019.x
https://doi.org/10.1057/jors.2012.72
https://doi.org/10.12720/joams.2.2.83-87
https://doi.org/10.1016/j.telpol.2012.12.004
https://doi.org/10.1016/j.telpol.2012.12.004
https://doi.org/10.1016/j.dss.2012.05.036


67J Health Man & Info, January 2021, 8(1) 

A framework for implementing IT service management 

2000;8(1):31-41. doi: 10.1108/09685220010353178.
53. Soriano DR, Huarng K-H. Innovation and 

entrepreneurship in knowledge industries. 
Journal of business research. 2013;66(10):1964-9. 
doi: 10.1016/j.jbusres.2013.02.019.

54. Stephens J, Valverde R. Security of e-procurement 
transactions in supply chain reengineering. 
Computer and Information Science. 2013;6(3). 
doi: 10.5539/cis.v6n3p1.

55. Talla MR, Valverde R. Data oriented and Process 
oriented Strategies for Legacy Information 
Systems Reengineering. ACEEE International 
Journal on Information Technology. 2012;2(1):47-
51.  

56. Teece DJ, Pisano G, Shuen A. Dynamic 
capabilities and strategic management. Strategic 
management journal. 1997;18(7):509-33. doi: 
10.1002/(SICI)1097-0266(199708)18:7<509::AID-
SMJ882>3.0.CO;2-Z.

57. Tukel OI, Rom WO. An empirical investigation 
of project evaluation criteria. International 
Journal of Operations & Production 
Management. 2001;3(21);400-16. doi: 
10.1108/01443570110364704.

58. Van Donk DP, Molloy E. From organising as 
projects to projects as organisations. International 
Journal of Project Management. 2008;26(2):129-
37.doi: 10.1016/j.ijproman.2007.05.006.

59. Valverde R, Saadé RG. The effect of E-supply chain 
management systems in the North American 
electronic manufacturing services industry. 
Journal of Theoretical and Applied Electronic 
Commerce Research. 2015;10(1):79-98. 

60. Valverde R, Talla M. Risk reduction of the 
supply chain through pooling losses in case of 
bankruptcy of suppliers using the black-scholes-

merton pricing model.  Some recent advances in 
mathematics and statistics: World Scientific; 2013. 
p. 248-56. doi: 10.1142/9789814417983_0018.

61. Valverde R. Information Systems Reengineering 
for Modern Business Systems: ERP, Supply Chain 
and E-Commerce Management Solutions: ERP, 
Supply Chain and E-Commerce Management 
Solutions: IGI Global; 2012. doi: 10.4018/978-1-
4666-0155-0.

62. Valverde R. The ontological evaluation of the 
requirements model when shifting from a 
traditional to a component-based paradigm in 
information systems re-engineering: University 
of Southern Queensland; 2008. 

63. Valverde R, Toleman M, Cater-Steel A. A method 
for comparing traditional and component-based 
models in information systems re-engineering. 
Information Systems and e-Business Management. 
2011;9(1):89-107.  doi: 10.1007/s10257-010-0139-z.

64. Valverde R, Saade RG, Talla M. ITIL-based IT 
service support process reengineering. Intelligent 
Decision Technologies. 2014;8(2):111-30. doi: 
10.3233/IDT-130182.

65. Watson C, CiSa C. COBIT Security Baseline 
Applied to Business Web Applications. 
Information System Control Journal. 2009;4.

66. Wynn Jr D, Williams CK. Principles for 
conducting critical realist case study research 
in information systems. MIS quarterly. 
2012;36(3):787-810. doi: 10.2307/41703481.

67. Wiesmann A [Internet]. A Guide to Building 
Secure Web Applications and Web Services, 
2.0 Black Hat Edition, Free Software 
Foundation. [Accessed: 23rd November 2013]. 
Available: https://www.owasp.org/index.php/
Category:OWASP_Guide_Project

https://doi.org/10.1108/09685220010353178
https://doi.org/10.1016/j.jbusres.2013.02.019
https://doi.org/10.5539/cis.v6n3p1
https://doi.org/10.1002/(SICI)1097-0266(199708)18:7%3C509::AID-SMJ882%3E3.0.CO;2-Z
https://doi.org/10.1002/(SICI)1097-0266(199708)18:7%3C509::AID-SMJ882%3E3.0.CO;2-Z
https://doi.org/10.1108/01443570110364704
https://doi.org/10.1016/j.ijproman.2007.05.006
https://doi.org/10.1142/9789814417983_0018
https://doi.org/10.4018/978-1-4666-0155-0
https://doi.org/10.4018/978-1-4666-0155-0
https://doi.org/10.1007/s10257-010-0139-z
https://doi.org/10.3233/IDT-130182
https://doi.org/10.2307/41703481

