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Abstract

Introduction: The aim of this study is to identify the security status of information on the
managerial, technical, and physical dimensions in the information systems of the hospitals
affiliated to Isfahan University of Medical Sciences.

Methods: This is an applied descriptive study conducted in 2017-2018. The study population
consisted of 35 Information Technology Department Managers (ITDM). The instrument
for data collection was adopted and adapted from Mehrayin; this questionnaire consisted of
three dimensions, namely managerial, technological, and physical, formatted into a Likert
scale. The data were collected by ITDM census sampling and then by mean analysis using
SPSS version 22.

Results: From the viewpoint of ITDM, the information security at the hospital information
systems was unsatisfactory, with the mean values of 1.37, 1.28, and 1.218 on managerial,
technological, and physical dimensions respectively at the hospital information systems.
Conclusion: In order to improve the physical security for this purpose, hospitals need to
take measures to physically control the resources, create security policies for areas containing
such information as the server room, use physical protection to counter human damages and
natural disasters such as power cuts. To improve technological security, it is recommended
that technological arrangements should be made to verify the person requesting access to
electronic information prior to its application.
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Introduction

he aim of information security management

is to protect information and execute proper

control standards to eliminate or minimize
threats to the organization security (1-3). As the
hospital information system is constantly exposed
to such perils as theft, change, transformation, and
interruptions in providing information, security
must receive the greatest attention (4).

Currently, the use of information systems in health
care environments provides such potential advantages
as improved care, decreased medical errors, increased
legibility, and access to information (5). Yet, in recent
years, threats to the health information system
security have considerably increased. For instance,
between the years 2010 and 2013, the report presented
by Health Insurance Portability and Accountability
Act (HIPAA) is indicative of health information
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security defects in 29 million patients’ cases (6).
According to a survey conducted in USA in
2007, 75% of the patients were concerned about
unauthorized disclosure and sharing on websites of
their private information (7). In a study, Meidani et al.
concluded that the security of Hospital Information
Systems (HIS) in the hospitals under study was
suffering from a low security condition (8). Of the
major reasons for the existing condition, reference
can be made to lack of a technical and executive
security infrastructure and failure to take effective
steps towards protecting the information exchange
environment (9). For this reason, issues concerning
the security of information have created concerns in
the managers of health care centers (10).
Information security has resulted in improved
efficacyoftheinformation systems (11). Unfortunately,
however, there is no one single procedure thoroughly
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guaranteeing the security of information. Therefore,
there is a need for a set of standards to ensure the best
security measures are taken (12). The first step towards
programming for hospital information security is to
assess the status quo. A multitude of standards have
been developed to study the status quo in hospitals.
For instance, to create, implement, maintain,
and improve the information security system
management and security standards, ISO27001
has provided standards, controls, Health Insurance
Portability and Accountability Act (HIPAA), and
information security programs on three managerial,
technological, and physical dimensions to protect
the electronic health information, which can be used
as a tool to assess the hospital system information
security. However, a number of researchers have
recommended using a heterogeneous, rather than
a homogeneous, standard (10, 13). As the hospital
information system, embodying the most personal
and most private patient information enforceable
over a single network, interconnects all the hospital
departments, the security issue is of prime importance
to the system (14, 15).

Hence, this study was conducted aiming to assess
the information security on three dimensions, namely
managerial, physical, and technological, to help take
a step towards reinforcing HIS.

Methods

Applied in nature, this study was conducted
descriptively in March 2017 and the spring of 2018.
The statistical population comprised the functionaries
of the IT departments in 35 hospitals affiliated to
Isfahan University of Medical Sciences (with the
exception of Imam Hossein and Saei Hospitals in
Khomini Shahr). For the purpose of this study, as
the size of the study population was limited and a
census was taken, in order to collect data, Mehrayin
questionnaire entitled “Security of the information
contained in the information systems of hospitals
affiliated to Tehran and Shahid Beheshti Universities
of Medical Sciences” was used in 2011. Developed by
Mehrayin on the standards of Healthcare Information
and Management Systems Society (HIMSS) and
Health Insurance Portability and Accountability Act
(HIPAA), the questionnaire comprises four sections
for the personal details of the participants, focused
on the information security in hospital information
systems: the managerial, technological, and physical
dimensions. Section I comprises six questions on the
demography of the study population, including age,
gender, education, work experience, employment
location, and major. Section II comprises questions

on the variables of the study population, including the
managerial, technological, and physical dimensions.

The managerial dimension comprises two
sections: Policy-making and Training (15 questions).
The technological dimension consists of two areas:
software and access (18 questions). The physical
dimension comprises two areas: Policy-making
and Protection (8 questions). The validity of the
questionnaire was measured, using both content
validity (the views of four professors and specialists
in Health Information Management) and face
validity (a survey was conducted on a limited number
of the statistical population). The reliability of the
questionnaire was obtained .77 by using Cronbach’s
alpha. Hence, the questionnaire is acceptable in terms
of both validity and reliability.

In order to run an opinion poll of the participants,
the options for each question were scored as: (Yes=1,
No=2, Have no idea=0). Upon calculation of the
maximum and minimum scores for each section,
the distance thus obtained was divided into three
score groups. For this study, SPSS version 22 and
descriptive statistics were used to analyze the data.
To compare the information security status in the
hospital information systems at medical care and
non-training centers, as well as the opinions of
the functionaries of the information technology
departments in hospitals on the security of
information in hospital information systems, we
calculated the mean score for each group.

Results

Most of the participants were males (74.3%) aged 30-
50 (51.4%), and held a Bachelor’s degree in software
engineering (57.1%). A large number of them (42.8%)
had 6-10 years’ work experience. The findings
obtained from three target study areas indicated that
the managerial security of HIS had the highest mean
(Table 1).

Based on the findings of this study, the mean
value for information security on the physical and
technological dimensions in the training hospitals
was 1.2 with a standard deviation of 0.15 and 1.2 with
a SD 0.2, and those for the non-training hospitals
were 1.17 with an SD of 0.21, and 1.3 with an SD of
0.26. The information security on the managerial
dimension in training and non-training hospitals
was 1.44 with an SD of 0.26, and 1.34 with an SD of
0.23 respectively (Table 2).

Asthe mean valueis smaller than the average range
of 1.5, the information security is not satisfactory
on the managerial, technological, and physical sub-
dimensions in the hospital information systems.
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Table 1: Information security status on the managerial, technological, and physical dimensions as viewed by the functionaries of the

Information Technology Department

Variables Mean Standard Deviation
Information Security on Managerial Dimension 1.37 0.55
Information Security on Technological Dimension 1.28 0.50
Information Security on Physical Dimension 1.218 0.36

Table 2: Information security on physical, managerial, and technological sub-dimensions in the hospitals affiliated to Isfahan University

of Medical Sciences

Dimensions Sub-dimensions Mean Standard Deviation
Managerial Policy-making 1.33 0.53
Training 0.56
Technological Software 1.28 0.50
Access 1.27 0.50
Physical Policy-making 1.32 0.48
Protective 1.03 0.28
Discussion protective managerial mechanism, we need to take

Based on the findings of this study, most of
functionaries of the information technology
departments in the hospitals under the study believed
that the hospital information systems were not in a
good condition on the managerial, technological,
and physical dimensions. The information security
in the hospital information systems is an important
issue with the major goal of protecting the privacy,
security, and safety of the patient (16). Here, the most
important results are presented in comparison with
other related studies.

Managerial Security

In the views of the functionaries for the
information technology departments of the hospitals
affiliated to the Isfahan University of Medical
Sciences, the present research findings indicate that
the information security of the hospital information
systems on the managerial dimension is undesirable.
Based on a study conducted by Sharifian et al., out
of seven cases of obligatory managerial protective
mechanisms, only two, i.e. Hazard Management and
Data Backup Project, were completely implemented
in all the training hospitals of Shiraz University of
Medical Sciences (13). Furthermore, according to a
study by Meidani et al. conducted during 2014-2015
on four hospitals including Shahid Beheshti, Razi,
Koudakan, and Imam Reza, the managerial security
was at alow standard; this is consistent with the results
of the present study (8). The results of a study by Park et
al. indicated that most of the hospitals under the study
pursued a documented policy inspected periodically
(17). However, the findings of this study indicated that
there were no documented standards in the hospitals
studied. Therefore, to enhance the function of the

measures to plan and develop standards, and prepare
a documented comprehensive information security
policy and inform the employees. Moreover, periodic
revision of the standards and policies could improve
the security of health information. The results of a
study by Mehaeen et al. in 2011 indicated that the
hospital information systems affiliated to Tehran
University of Medical Sciences and Shahid Beheshti
University of Medical Sciences, on the managerial
dimension, comprising policy-making and training,
became the focus of attention in training and non-
training hospitals, receiving high scores; this was not
consistent with the results of this study (10),

As for punishment policies, HIPAA holds that an
appropriate punishment policy, which is lacking in
most hospitals, must be considered for the workforce
that has failed to comply with the security policies;
this is consistent with a study conducted by Sharifian
et al. (13).

As to the wundesirable conditions on the
managerial dimension, developing a set of policies
and documented standards for punishment of
violators, training, and users of the information
security in the hospital information systems under
the study; respect for certain security standards such
as documented standards, supervision of workforce;
and proportionate punishment for people who have
committed breach is indispensable (18).

Technological Security

The findings of this study indicated that in the
opinion of the officials in charge of the Information
Security Department in the hospitals affiliated to
the Isfahan University of Medical Sciences, on the
technological dimension, the information security
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in hospital information systems is undesirable. In a
study conducted by Habibifar et al., emphasis was
placed on creating a policy supervising the users’
access to health information. Furthermore, they
observed that every organization needed to have a
user ID and a unique password (9). According to a
study conducted in Spain in 2015 by Fernandez et al.,
it was revealed that 62.2% of the information system
users used a weak password and 51.7% of them did
not use the organizational methods in hospital for
proper destruction of confidential information, a fact
which is consistent with the results of the present
study (19).

Physical Security

As for the information security on the physical
dimension, too, the findings revealed that most of the
hospitals affiliated to Isfahan University of Medical
Sciences were in an undesirable condition. In this
context, the results of Canthan’s study revealed that
a most important threat to the information security
in the hospital information system is power cut due
to human errors or other technological factors (20).
In a study, Mahmoudzadeh and Radrajabi referred
to physical security as “the third factor affecting the
vulnerability of information systems” (11). In his
studies, Trinilanunt listed “power cut” as “the most
important threat to hospital information systems”
(21). Based on a study conducted by Mehraeen et al.,
the hospitals (66.6%) affiliated to Tehran University
of Medical Sciences as well as all the hospitals (100%)
affiliated to Shahid Beheshti University of Medical
Sciences had a good score in terms of the information
security of the hospital information systems on the
physical dimension, which was not consistent with
the results of this study. With a mean value of 1.218
in this area, this study revealed a poor performance
(7). In view of such existing projects as Sepas, the
electronic interconnection of hospitals and creation of
HIS in most hospitals, addressing the issue of security
as the infrastructure for creation and enjoyment of
information technology is of crucial importance.
Therefore, this study focused on the information
security in hospital information systems (9).

Failure on the part of some hospital employees to
help collect the data during the study and restrictions
imposed by the security departments of some
hospitals for release of the study findings were among
the limitations of the study.

Conclusion
In short, the study findings indicated that the target
HIS security is at a low level. The weakness in three

areas of these systems emphasizes the absence of
documented standards and regulations, the presence
of user errors due to a variety of reasons, software
problems, and inadequate training of users. A highly
important point is that lack of written information,
firstly, leaves the employees ignorant of their duties
for the protection of HIS security; secondly, if
employees commit violations, there will be no
authority to handle them. Furthermore, despite the
fact that in most medical care centers, the use of HIS
software has long been started and that considerable
efforts have been made in this respect, it seems that
there is still an urgent need for identification of the
principles and fundamentals of information security
and various aspects of its management. Moreover, it
is essential that the issue be pursued, especially in
the universities of medical sciences vested with the
responsibility of maintaining health and medical
care across the country. Therefore, this study finds it
necessary to enforce laid-down rules, identify the HIS
security weaknesses, create the proper ground for the
management of the health information technology
departments, and take corrective measures about
creating rules, policies, and standards as well as train
users, and supervise access and other dimensions
of the managerial, physical, and technological
standards.

Suggestions

It is suggested that training courses such as security
training programs should be arranged for users and
documented standards and frameworks should be
developed and made available to users in order to
improve the HIS information security at hospitals.
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